GOVERNMENT OF THE RUSSIAN FEDERATION
RESOLUTION
of October 8, 2020 No. 1637
MOSCOW
On Approving the Transport Security Requirements Taking into Account Security Levels for Maritime and Inland Water Transport Vehicles
In accordance with the Federal Law "On Transport Security," the Government of the Russian Federation hereby resolves:
1. To approve the attached transport security requirements taking into account security levels for maritime and inland water transport vehicles.
2. The Ministry of Transport of the Russian Federation shall report to the Government of the Russian Federation by October 15, 2021, on the results of analyzing the practice of applying this resolution.
3. This resolution shall be valid for 6 years from the date of its entry into force.
Chairman of the Government
of the Russian Federation
M. Mishustin
===== Page 2 =====
APPROVED
by Resolution of the Government
of the Russian Federation
of October 8, 2020 No. 1637
R E Q U I R E M E N T S
for Ensuring Transport Security, Taking into Account
Security Levels for Maritime and Inland Water Transport Vehicles
1. This document establishes the requirements for ensuring transport security, taking into account security levels for maritime and inland water transport vehicles (hereinafter referred to as vehicles).
2. This document applies to the following vehicles:
· Vessels used for commercial shipping, except for vessels used for sanitary, quarantine, and other control, recreational vessels, sport sailing vessels, as well as artificial installations and structures based on offshore floating platforms, for which the specifics of protection against acts of unlawful interference are established in accordance with Article 12^3 of the Federal Law "On Transport Security";
· Vessels used on inland waterways for passenger transportation, except for recreational vessels, sport sailing vessels, and (or) for transporting high-risk cargo permitted for transportation under special permits in the manner established by the Government of the Russian Federation in accordance with the Federal Law "On Transport Security."
3. This document is mandatory for compliance by transport infrastructure entities and carriers of the Russian Federation operating the vehicles, as well as by carriers of foreign states performing transportation from a point of departure to a point of destination located on the territory
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of the Russian Federation (cabotage), as well as to the Russian Federation, from the Russian Federation, through the territory of the Russian Federation (hereinafter respectively referred to as transport infrastructure entities (carriers), carriers of foreign states).
4. Transport infrastructure entities (carriers), in order to ensure the transport security of icebreaker fleet vessels used for convoying along sea routes, vessels subject to rules of commercial shipping and requirements in the field of ship and port facility security established by international treaties of the Russian Federation, are obliged to:
1. Appoint a person responsible for ensuring transport security in the transport infrastructure entity (carrier) (an official of the transport infrastructure entity (carrier) responsible for ship security – for vessels subject to rules of commercial shipping and requirements in the field of ship and port facility security established by international treaties of the Russian Federation);
2. Appoint a person responsible for ensuring the transport security of the vessel from among the ship's command staff (a person responsible for ship security – for a vessel subject to rules of commercial shipping and requirements in the field of ship and port facility security established by international treaties of the Russian Federation). When a vehicle is at a mooring location without a crew, appoint a person (persons) responsible for ensuring the transport security of one or several vehicles;
3. Submit complete and reliable information to the Federal Agency for Maritime and River Transport for maintaining the register of transport infrastructure facilities and vehicles, provided for by Part 4 of Article 6 of the Federal Law "On Transport Security";
4. Ensure the protection of the vehicle from acts of unlawful interference in accordance with the vehicle transport security plan (hereinafter referred to as the vehicle plan) by transport security enforcement personnel of the vehicle in cases established by this document by transport security units, including groups from among the employees of the transport security
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units, specially equipped, mobile, performing their tasks of responding to the preparation or commission of acts of unlawful interference in the vehicle transport security zone around the clock (hereinafter referred to as rapid response groups);
5. Ensure within 3 months from the date of the vehicle's inclusion in the register of transport infrastructure facilities and vehicles that a vulnerability assessment of the vehicle is conducted and its results are approved in accordance with Parts 2^1, 3, and 5 of Article 5 of the Federal Law "On Transport Security";
6. Develop and, no later than 3 months from the date of approval of the vehicle vulnerability assessment, submit the vehicle plan to the Federal Agency for Maritime and River Transport for approval;
7. Implement the vehicle plan in stages within the timelines provided by the vehicle plan, but no later than 5 months from the date of entry into force of these requirements for vehicles in operation, and for vehicles put into operation (acquired) after the entry into force of these requirements, within 10 months from the date of the vehicle's commissioning (acquisition);
8. Equip the vehicle in accordance with the approved vehicle plan with technical means of ensuring transport security that meet the requirements of Part 8 of Article 12^2 of the Federal Law "On Transport Security" and ensure:
· Video detection of surveillance objects on the bridge (navigational bridge), access routes to the bridge (navigational bridge), cargo storage areas, passenger locations, except for cabins and sanitary-hygienic blocks;
· Access control to systems, assemblies, mechanisms, control and operational support means of the vehicle (hereinafter referred to as critical elements);
· Stationary inspection means, if available structurally and technically; if not available, portable, mobile inspection means;
· Processing, accumulation, and storage of video information (at least 30 days) and access to data in accordance with the procedure provided for in
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point 5 of Part 2 of Article 12 of the Federal Law "On Transport Security";
9. Ensure handling of information contained in the vehicle plan in the manner established in accordance with Part 8 of Article 5 of the Federal Law "On Transport Security";
10. Ensure access to data from the vehicle's technical means of ensuring transport security and their transmission to authorized units of the Federal Security Service of the Russian Federation, internal affairs bodies, and the Federal Service for Transport Supervision in the manner determined in accordance with point 5 of Part 2 of Article 12 of the Federal Law "On Transport Security";
11. Verify information regarding persons hired for work directly related to ensuring transport security or performing such work in accordance with Part 1 of Article 10 of the Federal Law "On Transport Security";
12. Not allow persons for whom circumstances provided for in Part 1 of Article 10 of the Federal Law "On Transport Security" have been identified to perform work directly related to ensuring the vehicle's transport security;
13. Ensure the training and certification of the vehicle's transport security enforcement personnel from among the transport infrastructure entity's (carrier's) personnel in accordance with Parts 1 and 2 of Article 12 of the Federal Law "On Transport Security," as well as the training provided for by the International Convention on Standards of Training, Certification and Watchkeeping for Seafarers of July 7, 1978;
14. Inform in a clear and accessible form all individuals on the vehicle about the requirements of the legislation of the Russian Federation in the field of ensuring transport security as it pertains to them;
15. In case of changes to the provisions of this document regulating measures to protect the vehicle from acts of unlawful interference and affecting changes in the adopted measures to ensure transport security, or changes that alter the information contained in the vehicle plan, ensure that an additional vulnerability assessment of the vehicle is conducted, its approval in the established manner, and also ensure
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making amendments (additions) to the vehicle plan regarding the occurred changes, and submitting the updated vehicle plan for re-approval to the Federal Agency for Maritime and River Transport within 3 months from the date of such changes (additions);
In case of transfer of ownership of the vehicle or transfer of the right to use it on another legal basis, ensure the development of a vehicle plan and its submission to the Federal Agency for Maritime and River Transport in the established manner within one month from the date of such changes. The previously approved vehicle plan shall be canceled with immediate notification to the Federal Agency for Maritime and River Transport about the cancellation, indicating the reasons;
16. Immediately inform the Federal Agency for Maritime and River Transport and authorized units of the Federal Security Service of the Russian Federation, internal affairs bodies, as well as the Federal Service for Transport Supervision about threats of commission and (or) commission of acts of unlawful interference in the manner established by the Ministry of Transport of the Russian Federation;
17. Immediately declare (establish) and cancel the vehicle's security level based on a decision to change the degree of threat of an act of unlawful interference;
18. Implement the additional measures provided for by the vehicle plan when the security level changes within one hour after receiving a message about the change in the degree of threat of an act of unlawful interference;
19. Ensure that persons responsible for ensuring transport security have communication means ensuring interaction with the vehicle's transport security enforcement personnel, as well as with the transport security enforcement personnel of transport infrastructure facilities with which there is technological interaction along the vehicle's route;
20. Ensure the creation of a transport security management point (separate premises or areas of premises for managing technical means and the vehicle's transport security
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enforcement personnel), including those equipped with control and communication means ensuring interaction both among the vehicle's transport security enforcement personnel, the vehicle's crew, and with the transport security enforcement personnel of transport infrastructure facilities with which technological interaction is carried out along the vehicle's route;
21. Establish the boundaries of the vehicle's transport security zone along the external structural boundaries of the vehicle;
22. Verify information about a threat of an act of unlawful interference regarding the vehicle within the framework of interaction with federal executive bodies, state authorities of constituent entities of the Russian Federation, and local self-government bodies in accordance with the procedure provided for by Part 7 of Article 4 of the Federal Law "On Transport Security";
23. Ensure the protection of the vehicle's technical means of ensuring transport security from unauthorized access to control elements, processing and accumulation (storage) of data, their continuous functioning during transportation, as well as maintain communication means in constant readiness for use;
24. In accordance with the approved vehicle plan, ensure that the vehicle's transport security enforcement personnel respond to the preparation or commission of acts of unlawful interference, including the transmission of an alarm signal (notification) from the vehicle performing the transportation to the responsible person(s) for ensuring transport security, to the transport security management point;
25. In accordance with the vehicle plan, ensure, taking into account the operational features of the vehicle and navigation periods, the continuous functioning of transport security management points, as well as the accumulation, processing, and electronic storage of data from technical means of ensuring transport security, bearing in mind that during periods of absence
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of navigation, the accumulation, processing, and electronic storage of data from technical means of ensuring transport security may be suspended;
26. In accordance with the approved vehicle plan, restrict access to critical elements, including through the use of access control means;
27. Ensure video surveillance, audio and video recording to document the actions of transport security enforcement personnel in the transport security management point;
28. Conduct, independently and with the participation of representatives of federal executive bodies in accordance with their competence, exercises and drills to assess the effectiveness and completeness of the implementation of the vehicle plan, with a frequency of at least once a year;
29. Approve the following organizational and administrative documents aimed at implementing measures to ensure the vehicle's transport security, certified by the transport infrastructure entity (carrier), copies of which are appendices to the vehicle plan:
* List of staff positions of employees of the transport infrastructure entity (carrier) (hereinafter referred to as personnel) operating in the vehicle's transport security zone;
* List of staff positions of personnel directly related to ensuring the transport security of vehicles;
* List of staff positions of employees of legal entities and (or) individual entrepreneurs lawfully operating in the vehicle's transport security zone (except for authorized units of federal executive bodies);
* Regulations (charter) of the formed transport security unit in case the transport infrastructure entity (carrier) forms a vehicle transport security unit. In case the transport infrastructure entity (carrier) engages a transport security unit, a copy of the contract for protecting the vehicle from acts of
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unlawful interference shall be an appendix to the vehicle plan (to be attached within 3 months from the date of approval of the vehicle plan);
text
  * Procedure for responding by transport security enforcement personnel to the preparation or commission of acts of unlawful interference;
  * Procedure for communicating to transport security enforcement personnel information about changes in the security level or protection level of the vehicle, as well as responding to such information;
  * Procedure (scheme) for informing the Federal Agency for Maritime and River Transport and authorized units of the Federal Security Service of the Russian Federation, internal affairs bodies, and the Federal Service for Transport Supervision about direct, immediate threats and facts of commission of acts of unlawful interference. For vehicles making international voyages, this procedure shall provide for the use of the ship security alert system provided for by the International Convention for the Safety of Life at Sea, 1974;
  * Layout and composition of equipment of the vehicle with technical means of ensuring transport security, indicating on it barriers, gratings, reinforced doors, locking devices, other structures and devices intended for taking measures to prevent unauthorized entry and commission of acts of unlawful interference, including at places on the boundaries of the vehicle's transport security zone where passage (movement) of individuals, motor vehicles, self-propelled machines, other material and technical objects onto the vehicle is carried out while the vehicle is moored at a berth and when the vehicle is at a roadstead (hereinafter referred to as the vehicle post(s));
  * Regulations (instructions) on the access control and internal regime on the vehicle, consisting, among other things, of the following sections:
     * Procedure for admission and accounting of individuals, their belongings, motor vehicles, self-propelled machines and mechanisms, and transported cargo into the vehicle's transport security zone;
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text
     * Procedure for actions of transport security enforcement personnel upon detection at the vehicle post(s) and in the vehicle's transport security zone of individuals, motor vehicles, self-propelled machines and mechanisms that have no legal grounds for passage (travel) and presence in the vehicle's transport security zone;
     * Procedure for detecting, recognizing weapons, explosive substances or other devices, objects and substances for which, in accordance with the rules for conducting inspection, additional inspection, and re-inspection for the purpose of ensuring transport security, established in accordance with part 13 of Article 12^2 of the Federal Law "On Transport Security," a prohibition or restriction on movement into the vehicle's transport security zone, or part thereof, is provided (hereinafter referred to as items and substances that are prohibited or restricted for movement);
     * Procedure for verifying and (or) checking documents that are legal grounds for passage (travel) of individuals, vehicles, and movement of material objects into the vehicle's transport security zone, as well as the procedure for assessing these technical means of ensuring transport security;
30) Organize access control and internal regime on the vehicle in accordance with the organizational and administrative documents of the transport infrastructure entity (carrier) aimed at implementing measures to ensure the vehicle's transport security, and the approved vehicle plan, as well as in accordance with the following procedure for admission to the vehicle's transport security zone:
* Crew members of the vehicle and individuals traveling on the vehicle (except passengers) board the vehicle based on the ship's roster and (or) list of individuals traveling on the vehicle, certified by the signature of the vehicle's captain or a member of the vehicle's command staff duly authorized by the vehicle's captain, and the ship's seal, as well as identity documents of the crew member or individual;
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text
  * For the boarding of crew members of the vehicle and individuals traveling on the vehicle (except passengers), the vehicle's captain or a member of the vehicle's command staff duly authorized by the vehicle's captain shall transmit the ship's roster and (or) list of individuals traveling on the vehicle to the vehicle post;
  * Individuals (except crew members of the vehicle and authorized representatives of federal executive bodies) are allowed onto critical elements only when accompanied by persons from among the vehicle's transport security enforcement personnel;
  * Passengers board the vehicle based on travel, transportation, and identity documents;
31) In cases where the established security level on a vehicle having technological interaction with a transport infrastructure facility is lower than the established security level at the transport infrastructure facility, ensure on the vehicle the implementation of the provisions of this document corresponding to the security level established at the transport infrastructure facility;
text
  When a vehicle performing international voyages and a transport infrastructure facility serving such vehicles are in technological interaction, in cases where the security level established on the vehicle is higher than the security level established at the transport infrastructure facility, ensure the preparation of a Declaration of Security as provided for by the International Ship and Port Facility Security Code;
32) Ensure the protection of the vehicle from acts of unlawful interference by the vehicle's transport security enforcement personnel, and when the vehicle is in technological interaction with a transport infrastructure facility, by the transport security unit of the transport infrastructure facility (if available);
33) Ensure the conduct of inspection, additional inspection, and re-inspection for the purpose of ensuring transport security during technological interaction between the vehicle and a transport
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infrastructure facility of individuals, cargo, baggage, other material and technical objects passing (moving) onto the vehicle (hereinafter referred to as inspection objects) by the transport security unit of the transport infrastructure facility and (or) by the transport security unit of the vehicle;
34. Ensure, using technical means, the inspection of inspection objects by the vehicle's transport security enforcement personnel when they are moved onto the vehicle outside a transport infrastructure facility;
35. Take measures to prevent any individuals from penetrating onto the vehicle outside the established (designated) vehicle posts;
36. Ensure the identification of signs linking individuals, material and technical objects with the preparation or commission of acts of unlawful interference through observation and (or) interviewing at the boundary of the vehicle's transport security zone and within the vehicle's transport security zone;
37. Ensure the identification of items and substances that are prohibited or restricted for movement on the vehicle by conducting a visual inspection of the vehicle during passenger boarding/disembarkation, cargo loading/unloading.
5. Transport infrastructure entities (carriers) regarding the vehicles specified in the first paragraph of clause 4 of this document, in case of declaring Security Level No. 2, in addition to the requirements provided for in clause 4 of this document, are obliged to:
1. Ensure the cessation of admission and presence of visitors in the vehicle's transport security zone;
2. Ensure the restriction of passenger movement in their accommodation areas on the vehicle;
3. Ensure the identification of items and substances that are prohibited or restricted for movement by conducting a visual inspection of the vehicle during passenger boarding and during stops exceeding 10 minutes;
4. Organize, in accordance with the vehicle plan, enhanced measures to prevent items and substances that are prohibited or restricted for
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movement, and individuals having no legal grounds, from getting onto the vehicle, including by conducting re-inspection for the purpose of ensuring transport security;
5. Ensure the identification of violators, as well as preparation for or commission of acts of unlawful interference by patrolling the vehicle (at least once every 2 hours).
6. Transport infrastructure entities (carriers) regarding the vehicles specified in the first paragraph of clause 4 of this document, in case of declaring Security Level No. 3, in addition to the requirements provided for in clauses 4 and 5 of this document, are obliged to:
1. Increase the number of employees of transport security units in accordance with the vehicle plan when in technological interaction with a transport infrastructure facility;
2. Restrict access to the vehicle through one vehicle post;
3. Cease passenger boarding, as well as loading/unloading operations;
4. Take measures to evacuate individuals on the vehicle, except for transport security enforcement personnel;
5. Identify violators, as well as preparation for or commission of acts of unlawful interference by constant patrolling of the vehicle.
7. Transport infrastructure entities (carriers) regarding vehicles, except for the vehicles specified in the first paragraph of clause 4 of this document, are obliged to:
7. Appoint a person responsible for ensuring transport security in the transport infrastructure entity (carrier);
7. Appoint a person responsible for ensuring the transport security of the vessel from among the ship's command staff. When the vehicle is at a mooring location without a crew, it is necessary to appoint a person (persons) responsible for ensuring the transport security of one or several vehicles;
7. Submit complete and reliable information to the Federal Agency for Maritime and River Transport for maintaining the register
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of transport infrastructure facilities and vehicles, provided for by Part 4 of Article 6 of the Federal Law "On Transport Security";
4. Develop, approve, and submit to the Federal Agency for Maritime and River Transport a vehicle transport security passport in accordance with the provisions of Parts 1^3, 1^4, and 1^5 of Article 9 of the Federal Law "On Transport Security" using the standard form according to the appendix (hereinafter referred to as the vehicle passport);
5. Implement measures to protect against acts of unlawful interference provided for by the vehicle passport no later than 5 months from the date of entry into force of this document for vehicles in operation, and for vehicles put into operation (acquired) after the entry into force of this document within 9 months from the date of the vehicle's commissioning (acquisition);
6. Ensure the protection of the vehicle from acts of unlawful interference in accordance with the vehicle passport by the vehicle's transport security enforcement personnel, and in cases established by this document - by transport security units;
7. Equip the vehicle in accordance with the approved vehicle passport with technical means of ensuring transport security that meet the requirements of Part 8 of Article 12^2 of the Federal Law "On Transport Security" and ensure:
· Video detection of surveillance objects on the bridge (navigational bridge), access routes to the bridge (navigational bridge), cargo storage areas, locations where more than 10 passengers are simultaneously present, except for cabins and sanitary-hygienic blocks;
· Access control to critical elements;
· Stationary inspection means - if available structurally and technically; if not available, portable, mobile inspection means;
· Processing, accumulation, and storage of video information (at least 30 days) and access to data in accordance with the procedure provided for in point 5 of Part 2 of Article 12 of the Federal Law "On Transport Security";
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8. Ensure handling of information contained in the vehicle passport in the manner established in accordance with Part 8 of Article 5 of the Federal Law "On Transport Security";
9. Ensure access to data from the vehicle's technical means of ensuring transport security and their transmission to authorized units of the Federal Security Service of the Russian Federation, internal affairs bodies, and the Federal Service for Transport Supervision in accordance with the procedure determined in accordance with point 5 of Part 2 of Article 12 of the Federal Law "On Transport Security";
10. Verify information regarding persons hired for work directly related to ensuring transport security or performing such work, in the manner established in accordance with Part 1 of Article 10 of the Federal Law "On Transport Security";
11. Not allow persons for whom circumstances provided for in Part 1 of Article 10 of the Federal Law "On Transport Security" have been identified to perform work directly related to ensuring the vehicle's transport security;
12. Ensure the training and certification of the vehicle's transport security enforcement personnel from among the transport infrastructure entity's (carrier's) personnel in accordance with Parts 1 and 2 of Article 12 of the Federal Law "On Transport Security";
13. Inform in a clear and accessible form all individuals on the vehicle about the requirements of the legislation of the Russian Federation in the field of ensuring transport security as it pertains to them;
14. In case of changes to the provisions of this document regulating measures to protect the vehicle from acts of unlawful interference and affecting changes in the adopted measures to ensure transport security, or changes that alter the information contained in the vehicle passport, ensure making amendments (additions) to the vehicle passport regarding the occurred changes, its re-approval and submission of the updated vehicle passport to the Federal Agency for Maritime and River
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Transport in the manner provided for by subclause 4 of this clause, within 1 month from the date of such changes (additions);
text
  In case of transfer of ownership of the vehicle or transfer of the right to use it on another legal basis, ensure the development of a vehicle passport and its submission to the Federal Agency for Maritime and River Transport in the established manner within one month from the date of such changes. The previously approved vehicle plan shall be canceled with immediate notification to the Federal Agency for Maritime and River Transport about the cancellation, indicating the reasons;
15) Immediately inform the Federal Agency for Maritime and River Transport and authorized units of the Federal Security Service of the Russian Federation, internal affairs bodies, as well as the Federal Service for Transport Supervision about threats of commission and (or) commission of acts of unlawful interference in the manner established by the Ministry of Transport of the Russian Federation;
16) Immediately declare (establish) and cancel the vehicle's security level based on a decision to change the degree of threat of an act of unlawful interference;
17) Implement the additional measures provided for by the vehicle passport when the security level changes within one hour from the moment of receiving a message about the change in the degree of threat of an act of unlawful interference;
18) Ensure that persons responsible for ensuring transport security have communication means ensuring interaction with the vehicle's transport security enforcement personnel, as well as with the transport security enforcement personnel of transport infrastructure facilities with which there is technological interaction along the vehicle's route;
19) Ensure the creation of a transport security management point (separate premises or areas of premises for managing technical means and the vehicle's transport security enforcement personnel), including those equipped with control and communication means ensuring interaction both among the vehicle's transport security
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enforcement personnel, the vehicle's crew, and with the transport security enforcement personnel of transport infrastructure facilities with which technological interaction is carried out along the vehicle's route;
20. Establish the boundaries of the vehicle's transport security zone along the external structural boundaries of the vehicle;
21. Verify information about a threat of an act of unlawful interference regarding the vehicle within the framework of interaction with federal executive bodies, state authorities of constituent entities of the Russian Federation, and local self-government bodies in accordance with the procedure provided for by Part 7 of Article 4 of the Federal Law "On Transport Security";
22. Ensure the protection of the vehicle's technical means of ensuring transport security from unauthorized access to control elements, processing and accumulation (storage) of data, their continuous functioning during transportation, as well as maintain communication means in constant readiness for use;
23. In accordance with the approved vehicle passport, ensure responding to the preparation or commission of acts of unlawful interference, including the transmission of an alarm signal (notification) from the vehicle performing the transportation to the responsible person(s) for ensuring transport security, to the transport security management point;
24. In accordance with the vehicle passport, ensure, taking into account the operational features of the vehicle and navigation periods, the continuous functioning of transport security management points, as well as the accumulation, processing, and electronic storage of data from technical means of ensuring transport security, bearing in mind that during periods of absence of navigation, the accumulation, processing, and electronic storage of data from technical means of ensuring transport security may be suspended;
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25. In accordance with the approved vehicle passport, restrict access to critical elements, including through the use of access control means;
26. Conduct, independently and with the participation of representatives of federal executive bodies in accordance with their competence, exercises and drills to assess the effectiveness and completeness of the implementation of the vehicle plan with a frequency of at least once a year;
27. Define by an organizational and administrative document:
* List of staff positions of personnel operating in the vehicle's transport security zone;
* List of staff positions of personnel directly related to ensuring the transport security of vehicles;
* List of staff positions of employees of legal entities and (or) individual entrepreneurs lawfully operating in the vehicle's transport security zone (except for authorized units of federal executive bodies);
28. Organize the following procedure for admission to the vehicle's transport security zone:
* Crew members of the vehicle and individuals traveling on the vehicle (except passengers) board the vehicle based on the ship's roster and (or) list of individuals traveling on the vehicle, certified by the signature of the vehicle's captain or a member of the vehicle's command staff duly authorized by the vehicle's captain, and the ship's seal, as well as identity documents of the crew member or individual;
* For the boarding of crew members of the vehicle and individuals traveling on the vehicle (except passengers), the vehicle's captain or a member of the vehicle's command staff duly authorized by the vehicle's captain shall transmit the ship's roster and (or) list of individuals traveling on the vehicle to the vehicle post;
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text
  * Individuals (except crew members of the vehicle and authorized representatives of federal executive bodies) are allowed onto critical elements only when accompanied by persons from among the vehicle's transport security enforcement personnel;
  * Passengers board the vehicle based on travel, transportation, and identity documents;
29) Ensure the protection of the vehicle from acts of unlawful interference by the vehicle's transport security enforcement personnel, and when the vehicle is in technological interaction with a transport infrastructure facility, by the transport security unit of the transport infrastructure facility (if available);
30) Ensure the conduct of inspection, additional inspection, and re-inspection for the purpose of ensuring transport security during technological interaction between the vehicle and a transport infrastructure facility by the transport security unit of the transport infrastructure facility (if available);
31) Ensure, using technical means, the inspection of inspection objects when they are moved onto the vehicle in the absence of a transport security unit of the transport infrastructure facility or outside a transport infrastructure facility;
32) Take measures to prevent any individuals from penetrating onto the vehicle outside the established (designated) vehicle posts;
33) Ensure the identification of signs linking individuals, material and technical objects with the preparation or commission of acts of unlawful interference through observation and (or) interviewing at the boundary of the vehicle's transport security zone and within the vehicle's transport security zone;
34) Ensure the identification of items and substances that are prohibited or restricted for movement on the vehicle by conducting a visual inspection of the vehicle during passenger boarding/disembarkation, cargo loading/unloading.
8. Transport infrastructure entities (carriers) in case of declaring Security Level No. 2, in addition to the requirements provided for in clause 7 of this document, are obliged to:
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1. Ensure the cessation of admission and presence of visitors in the vehicle's transport security zone;
2. Ensure the restriction of passenger movement in their accommodation areas on the vehicle;
3. Ensure the identification of items and substances that are prohibited or restricted for movement by conducting a visual inspection of the vehicle during passenger boarding and during stops exceeding 30 minutes;
4. Organize, in accordance with the vehicle passport, enhanced measures to prevent items and substances that are prohibited or restricted for movement from getting onto the vehicle, to identify individuals having no legal grounds for movement into the transport security zone, including by conducting re-inspection for the purpose of ensuring transport security of moved inspection objects. In the absence of transport security units of the facility at the transport infrastructure facility and during movement, these measures are implemented by re-inspection of inspection objects;
5. Ensure the identification of violators, as well as preparation for or commission of acts of unlawful interference by patrolling the vehicle (at least once every 4 hours).
9. Transport infrastructure entities (carriers) in case of declaring Security Level No. 3, in addition to the requirements provided for in clauses 7 and 8 of this document, are obliged to:
1. Restrict access to the vehicle through one vehicle post;
2. Identify violators, as well as preparation for or commission of acts of unlawful interference by constant patrolling of the vehicle by the transport security unit's personnel;
3. If necessary, based on a decision by the person responsible for ensuring transport security in the transport infrastructure entity (carrier), or the person responsible for ensuring the vehicle's transport security:
· Cease passenger boarding, as well as loading/unloading operations;
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text
  * Take measures to evacuate individuals on the vehicle, except for the vehicle's transport security enforcement personnel.
10. Carriers of foreign states are obliged to:
1. Ensure the availability of an International Ship Security Certificate or a temporary International Ship Security Certificate as provided for by the International Ship and Port Facility Security Code;
2. Equip the vehicle with technical means for:
· Video detection of surveillance objects on the bridge (navigational bridge), access routes to the bridge (navigational bridge), cargo storage areas, passenger locations, except for cabins and sanitary-hygienic blocks;
· Access control to critical elements;
· Processing, accumulation, and storage (at least 30 days) of video information;
3. Ensure the protection of technical means from unauthorized access to control elements, processing and accumulation (storage) of data, their continuous functioning during transportation, as well as maintain communication means in constant readiness for use;
4. Ensure, while the vehicle is en route, its protection from acts of unlawful interference by the vehicle's crew;
5. Ensure protection from acts of unlawful interference while at and (or) in technological interaction with a transport infrastructure facility (port facility) by the transport security unit of the transport infrastructure facility;
6. Ensure, by the transport security unit of the transport infrastructure facility, the conduct of inspection, additional inspection, and re-inspection for the purpose of ensuring transport security of objects using technical means of inspecting inspection objects moved onto the ship during passenger boarding/disembarkation, loading/unloading operations at the transport infrastructure facility;
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7. Ensure, by the transport security unit of the transport infrastructure facility, the following procedure for admission onto the vehicle:
· Crew members of the vehicle and individuals traveling on the vehicle (except passengers) board the vehicle based on the ship's roster and (or) list of individuals traveling on the vehicle, certified by the signature of the vehicle's captain or a member of the vehicle's command staff duly authorized by the vehicle's captain, and the ship's seal, as well as identity documents of the crew member or individual;
· For the boarding of crew members of the vehicle and individuals traveling on the vehicle (except passengers), the vehicle's captain or a member of the vehicle's command staff duly authorized by the vehicle's captain shall transmit the ship's roster and (or) list of individuals traveling on the vehicle to the vehicle post;
· Individuals (except crew members of the vehicle and authorized representatives of federal executive bodies) are allowed onto critical elements only when accompanied by persons from among the vehicle's crew;
· Passengers board the vehicle based on travel, transportation, and identity documents;
8. Organize immediate notification about a threat of or commission of an act of unlawful interference using the ship security alert system provided for by the International Convention for the Safety of Life at Sea, 1974;
9. In cases where the established security level on a vehicle having technological interaction with a transport infrastructure facility is lower than the established security level at the transport infrastructure facility, ensure on the vehicle the implementation of the provisions of this document corresponding to the level established at the transport infrastructure facility, as well as implement additional transport security measures regarding conducting inspection,
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additional inspection, re-inspection, and conducting observation and (or) interviewing in accordance with the transport infrastructure facility's plan, except for cases of technological interaction of vehicles performing international voyages and port facilities;
text
  When a vehicle performing international voyages and a transport infrastructure facility serving such vehicles are in technological interaction, in cases where the security level established on the vehicle is higher than the security level established at the transport infrastructure facility, ensure the preparation of a Declaration of Security as provided for by the International Ship and Port Facility Security Code, and the implementation of measures established by this Declaration of Security by persons responsible for ensuring the transport security of the transport infrastructure facility and the vehicle (persons responsible for port facility security and members of the vehicle's command staff responsible for its security);
10) Ensure the implementation of the provisions of this document when increasing the security level (protection level) introduced in the manner established by the legislation of the Russian Federation, taking into account the International Ship and Port Facility Security Code;
11) Restrict access to critical elements, including through the use of access control means;
12) Take measures to prevent any individuals from penetrating onto the vehicle outside the established (designated) vehicle posts;
13) Ensure the identification of signs linking individuals, material and technical objects with the preparation or commission of acts of unlawful interference through observation and (or) interviewing;
14) Ensure the identification of items and substances that are prohibited or restricted for movement on the vehicle by conducting a visual inspection of the vehicle during passenger boarding/disembarkation, cargo loading/unloading.
11. Carriers of foreign states in case of declaring Security Level No. 2, in addition to the requirements provided for in clause 10 of this document, are obliged to:
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1. Ensure the cessation of admission and presence of visitors on the vehicle;
2. Ensure the restriction of passenger movement in their accommodation areas on the vehicle;
3. Ensure the identification of items and substances that are prohibited or restricted for movement by conducting a visual inspection of the vehicle during passenger boarding and during stops exceeding 10 minutes;
4. Organize enhanced measures to prevent items and substances that are prohibited or restricted for movement, and individuals having no legal grounds, from getting onto the vehicle, including by conducting re-inspection for the purpose of ensuring transport security;
5. Ensure the identification of violators, as well as preparation for or commission

